[image: image4.png]UNBC

i @

3

%S



MED Program - Technology Enabled Learning 
Distributed Medical Program - Network Escalation
MED Program - Technology Enabled Learning 

Video Conferencing Network Infrastructure Guidelines
Definition

Intended Audience: The intended audience for this document is academic staff and students within the Faculty of Medicine interested in utilizing video conferencing for academic or related purposes.
Sign-off Authority: Distributed MD Program Inter-site Operations Managers, Distributed MD program AV/IT Analysts, MED Network Team, UBC Media Group
Document Location: MPAACT SharePoint Server, AV/IT Dept SharePoint
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1 Overview

The purpose of this document is to outline the current network services available to the faculty of medicine for the provision and use of video conferencing to support academic learning.

The document will cover the services currently available for use by the Faculty of Medicine, services that may be available in the future, service limitations and exclusions, and outline acceptable use policies that govern the video conferencing network.
2 Ownership

The Video Conferencing Network comprises of many components crossing many jurisdictions. Ownership of the Video Conferencing network is assigned to each relevant authority.

The MED Program Technical team currently administers the DMP-AV video conferencing network located primarily within the University Boundaries at UBC, UVic and UNBC, in conjunction with local network teams at the geographical sites. 

The MPAACT Network is interconnected between the six Provincial Health Authorities. Each Health Facility is administered by its respective Provincial Health Authority.  The MED Technical Team does not have any powers within these networks, and relies on the Health Authority IT Network Teams for assistance in maintaining the systems.

The MED Technical Team can be contacted for any questions regarding the material in this document, or to discuss proposed needs outside the scope of this document.
3 Available Services

3.1 Distributed Medical Program AV (DMP-AV) Network

The Distributed Medical Program Audio Visual (DMP-AV) network is a cooperative venture between the University of British Columbia (UBC), University of Northern BC (UNBC) and University of Victoria (UVic) to facilitate distributed learning for undergraduate and postgraduate medical courses. The DMP-AV network provides uninterrupted video conference network availability between resources at UBC, UNBC, UVic and the Gordon & Lesley Diamond Health Care Centre (DHCC) located at Vancouver General Hospital
.

The design of the DMP-AV network is closed, meaning there is no external access (i.e. to the internet). Calls can only be made within the DMP-AV network, between video conferencing units (VCU’s) connected to the DMP-AV network in UBC, UNBC, UVic or DHCC. Inbound calls from the internet to the DMP-AV network cannot be made.  There is provision to make external calls to the internet if required. Please contact the MED technical team for more information regarding this feature.
The DMP-AV network is also a secured network.  VCU’s must meet standards set by the DMP-AV network and be approved by the MED technical team.  These approved devices have been chosen because of their adherence to industry designed Quality of Service (QoS) standards, ensuring interoperability with all other devices on the network, and ensuring no network interruptions occur. 

The network utilizes industry QoS standards to prioritize traffic across the network.  QoS ensures undisrupted streaming of real-time video and audio data across network paths, by prioritizing video conference data to move across the network ahead of other traffic. The result is a video presentation with no drop-outs, loss of sound, video interruptions or latency.

Use of the DMP-AV network is mediated by the Technology Enabled Learning (TEL) committee, and bound by the UBC responsible use policy. The network is monitored by the MED Technical Team to ensure minimal disruptions occur to Distributed Medical Program, and to ensure appropriate use.
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3.2 Provincial Health Authorities Network (MPAACT)
The MPAACT Project is currently rolling out video conferencing connectivity to the provincial health authorities for use between the DMP-AV Network, Hospitals and Health Care centres throughout BC. The project is expected to be completed 2009-2010. An updated list of resources is available on the MPAACT project web page available at:

http://www.med.ubc.ca/education/distributed_programs/mpaact/MPAACT_facilities/current_facilities.htm
The goal of MPAACT is to provide an interconnected network for video conferencing between Universities and Provincial Health Authorities aiding the delivery of the Medical Education Distributed (MED) program.  

MPAACT provides connectivity between the DMP-AV network and the Provincial Health Authorities networks.  The network creates the ability to send and receive calls between University DMP-AV networked sites and MPAACT networked Health Care sites.  

The network has been setup with the same definitions as the DMP-AV network, but has been modified to encompass security requirements stipulated by Provincial Health Authorities. The same QoS standards and usage rules have been applied to the MPAACT network.  All VCU’s must be approved by the MPAACT project team before installation and use on the network.  

No connectivity can be made outside of the MPAACT network (i.e. to the internet), for security reasons. This means calls to inbound and outbound of the MPAACT network are not possible.

Please note that there is a provision to make outbound calls from the DMP-AV network. For more information please contact the MED Technical Team about this feature and its availability.
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4 Provision of Future Services
4.1 Access to DMP-AV network
Access to the DMP-AV network can be provisioned by the MED Technical Team for approved requests.

Requests to access the DMP-AV network will be reviewed on a case-by-case basis to ensure standards and usage guidelines will be met. Network capacity will also be taken into account, to determine if the current capacity is adequate for the number of users, ensuring the functionality and reliability for current participants is not jeopardised.

If the number of participants exceeds the capacity threshold of the system, then a review of system requirements will take place, and likely a system based on access fees will be introduced to support and maintain the network.  See below exclusions for more information on this.

4.1.1 DMP-AV Requirements
To join the DMP-AV network, a network connection at UBC, UNBC or UVic is required.  This may be in a number of locations either on or off campus.  Sites must have infrastructure that supports the use of VLAN’s to be able to connect to the DMP-AV. Please check with the MED technical team, and your local network team to see if a proposed facility is a viable option for connectivity.

The MED Technical team is not responsible for the upgrade of infrastructure to allow connectivity to locations that are not ready for video-conferencing. This will need to be taken up with campus or facility network teams for feasibility.
4.2 Network Requirements
A connection to the UBC network is required to have a connection to the DMP-AV network.  This is done by programming the data point in the nominated facility to be connected to the DMP-AV VLAN.  The data point nominated may only be used for connecting a VCU approved by the MED Technical Team (see below). The connection of workstation PC’s, laptops or peripheral devices is prohibited.

The DMP-AV and MPAACT networks have the following network standards applied:

· Bandwidth:  
30Mbps to all other areas of the network (will require testing)

· Packet Loss:
Less than 1%

· Latency:

Less than 150ms

· Jitter:

Less than 30ms

· Availability:
99.9% uptime

The link provided to the facility will be tested thoroughly to ensure that the above service level objectives are met.  These tests must be passed in order to participate on the DMP-AV network.

The MED Technical Team will be available to discuss these requirements, and will be available to assist with testing of the facility once physical infrastructure (cabling, data ports, power outlets etc) have been installed.

4.3 Support

A central service desk (CSD) for the support of DMP-AV and MPAACT networks is currently being constructed.  The CSD will be the first line of support (with the exception of large sites that have AV support onsite) for video-conferencing network and infrastructure problems related to the DMP-AV and MPAACT networks.  A toll free number will be used to access the CSD, and technicians will be available to investigate and resolve first line infrastructure issues. The CSD will also coordinate larger problems with Level 2 Network Support, and the tracking of issues within Provincial Health Authority jurisdictions. More information will be available shortly on this venture.

Support will initially have a priority of assisting MED program students and staff. However arrangements will be made to assist new departments on the network.  The scope of funding will be visited by the TEL committee and faculty once more participants are on board.
4.4 Approved Video Conferencing Units
The following units are currently approved to be connected and used on the DMP-AV and MPAACT Networks.  For ease of selection the units have been classified as small, medium and large, and information on suitability for audience size has been provided.

	VC Unit Brand/Model
	Size

	Tandberg 3000 MXP
	Medium to Large Audience

	Tandberg 6000 MXP
	Small to Medium Audience

	Tandberg 1700
	Small Audience

	Tandberg 8000 portable
	Small Audience


The above list is not a complete guide to selecting a model of VCU.  Many factors must be decided taking into account the size and orientation of the room, the number of seats, acoustics and meeting requirements i.e. lecture, conference etc.

The MED Technical Team can assist in determining the requirements for the VCU, number of microphones and cameras required to adequately cover the facility for the purpose intended.

Please note there may be some requirements to contract video conferencing professionals in to determine the exact needs of the room and install the equipment.   The Dean’s office has developed a process for developing Departmental space.  Please contact the Dean’s office regarding this process to upgrade or modify facilities within the Department.
4.5 External Video Conferencing Availability
There is currently a provision for the connection of video conference calls outside of the DMP-AV using the UBC network.  Whilst permanent infrastructure is not currently in place for such connectivity, external connectivity can be arranged by speaking to the MED technical team ahead of time.

The connectivity to the outside world will use an external connection provisioned by the UBC network, called the demilitarized zone (DMZ). Data ports can be configured for the DMZ to allow Video conference equipment unrestricted connectivity to the internet.

This solution will provide the ability to make inbound and outbound calls to and from the internet to devices that do not reside on the DMP-AV or MPAACT networks.  However, connectivity is only available to the internet, and devices residing on the DMP-AV or MPAACT networks cannot be contacted.

The proposed solution does not guarantee the QoS standards applied to the DMP-AV or MPAACT networks, and is not supported by the MED technical team.  Use and support of this configuration will be the responsibility of the user.  Support cannot be provided due to the lack of control that the MED technical team has over the network once transmissions leave the confines of the UBC campus.
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5 Service Exclusions & Limitations
5.1 Connectivity to Provincial Telehealth Sites
Currently there is no provision for the connectivity of MPAACT sites to Provincial Telehealth sites.  A feasibility study is being conducted and future plans may be put in place to connect these sites.  Telehealth connectivity is likely to be a future initiative.

5.2 Service Guarantees for Provincial Health Authority networks

Whilst every effort has been made to ensure connectivity between the DMP-AV network and Health Authorities MPAACT network is available, no responsibility is taken by UBC or its network cooperative BCNet to ensure service is always available.  It is the responsibility of the individual Health Authorities to maintain connectivity within their respective networks.

The MED technical team does monitor the network and tracks any connectivity issues found within the DMP-AV and MPAACT networks.  Communications are made available for these issues to all staff through AV support teams and Medschool email distribution lists.  This is currently provided on a best-effort basis.

5.3 Video Conferencing Help & Support

The MED Technical team takes no responsibility in the training or use of the VCU’s that are attached to the network.  The MED Team’s responsibility lies solely with the connectivity of the DMP-AV Network, and the link between MPAACT and DMP-AV. The UBC Media Group can be contracted to provide assistance or training is required for the use of the Video Conferencing systems.  This is outside the scope of this document however.

5.4 Local Network Infrastructure Requirements

The MED Technical Team is not responsible for arranging infrastructure for use by other areas of the Faculty of Medicine.  The provision of extra video conference equipment, cabling (power or data), network infrastructure (routers/switches) or facility modifications is the sole responsibility of the group wishing to utilize the network

5.5 Ongoing Access Costs

The original DMP-AV network was designed and implemented using once-off funding from the Medical Expansion Project to support the goals of Distributed Medical Program in years 1 & 2.  Funding allowed the formation of a cooperative group consisting of members from UBC, UNBC, UVic and BCNet, to oversee the design and building of the network using currently available university resources.

Funding was not made available for the ongoing support and maintenance of this venture, and has been taken on by members of the cooperative to ensure that the service remains available to all faculty staff.  This could present problems in the future when the scope of the network becomes broader, taking in more participants within the faculty.

Whilst there are no fees charged for access to the network, the Faculty of Medicine reserves the right to introduce a fee-based system to assist in the maintenance and improvement of the network.  This may be proposed by forming a cooperative effort between parties interested in utilizing the network.

6 Usage Policies

6.1 Responsible Use of Information Technology Facilities and Services

All use of the DMP-AV and MPAACT networks is bound by the UBC Responsible Use of Information Technology Facilities and Services policy 104.

The policy applies to faculty, staff and students wishing to use video conferencing on any university based network.

The details of the policy can be found here:

http://www.universitycounsel.ubc.ca/policies/policy104.pdf
6.2 Ramifications for abuse of facilities

In the first instance that video conference facilities, equipment or network connections are misused, the group responsible will be given a formal warning.

In the second instance that misuse occurs, the users of the room committing the act of misuse will be prohibited from using any video conference facility for a period of 3 months.

In more instances of misuse occur, then the problem will escalated to the associate dean, with the recommendation that the group be prohibited from using video conference facilities indefinitely. The matter will be reviewed and an appropriate course of action be determined.

For equipment that is damaged, the group responsible for breakages will be responsible for the costs to repair the equipment.
6.3 Provincial Health Authority Network usage 

The MPAACT network traverses each of the six Provincial Health Authorities. Each Health Authority imposes its own policies on network use and security.

All users of video conferencing facilities within each respective Provincial Health Authority site are bound by appropriate use of network infrastructure guidelines set out by each Health Authority.

It is the user’s responsibility to ensure that any appropriate usage policy has been read and understood before using any network owned by the Provincial Health Authority. 

6.4 Priority of Usage

The booking and usage of the DMP-AV and MPAACT networks has been designed to support the MD undergraduate course. There is however the potential for expansion to accommodate other departments within the Faculty of Medicine. The focus at this point in time is to ensure the undisrupted delivery of the MD undergraduate course.
Please refer to the MPAACT project page for details on the priority based usage scheme that is currently in place:

http://www.med.ubc.ca/education/distributed_programs/mpaact/facilities.htm
All video conference calls within the DMP-AV and MPAACT networks must be scheduled with MED IT before going ahead.  All requests for time allocation will be based on the priority system mentioned above, as classes at for the MED program run weekly during the school term and are critical to the completion of courses.  The ruling is in place to mediate the risk of unscheduled calls disrupting classes that may already be in session.

6.5 Room Booking Process

The room booking process has been created to ensure priority of usage is adhered to, to ensure that room connectivity and support resources are available, and that the bookings are requested with lead time for room and support mechanisms to be arranged and confirmed.

The most current version of the room booking process is available at: http://www.med.ubc.ca/education/tel/Booking_a_videoconference.htm
All bookings are subject to the 6 business day rule for approval of the connection.  It is suggested that requests for room bookings be made 8-10 days before, to ensure appropriate processing times can be met and the booking be made in resource scheduler.   The 6 days is required to schedule technical support staff, and have those staff be prepared for the sessions requirements – presentation, DVD, video etc.

All bookings for rooms that have support, whether partial or full support, are subject to a one hour “flashup”.  This allows technicians to connect and test the call, ensuring video sources, cameras and audio are functioning correctly.  The hour gives technicians time to rectify any issues encountered with the initial connection.
6.6 Room Booking Tools

The room booking tool used for medical education is Resource Scheduler.  All future rooms that wish to participate on the DMP-AV and MPAACT networks are required to use resource scheduler as the primary booking tool.

The advantages of using Resource Scheduler are:

· Single resource that allows all resources to be booked

· Multiple-room availability searches are available

· Requirements for distributed sessions are captured

· All users of the can accurately ascertain room availability

· The program can provide accurate reporting of room usage

6.7 Support for Video Conferencing
AV support staff are currently under the mandate of delivering core Undergrad MD academic sessions.  There has been significant expansion in the program where AV staff are operating at capacity.  Before new sites can be built and used, the subject of support for that facility needs to be addressed.  

Please consult with the Technical Operations Manager in your region for more information on support.  It may not be feasible for FoM AV staff to provide support for that facility.  However, there are other avenues available, e.g.  Media Group or external contractors.  

If the room is receive-only, the Central Service Desk may be able to provide support.  The CSD coordinator would need to be consulted to see if this is a viable option.
7 Agreement and Sign Off
To use the DMPAV network for Video Conferencing, agreement to the policies and procedures outlined in this document is required.
By signing this document, the signees take responsibility for the appropriate use of the Video Conference equipment connected to the DMPAV & MPAACT networks, for use in connecting to education and clinical facilities across University campuses and Health Authority sites.
Name    _______________________       Signature _____________________    Date _____________

Name    _______________________       Signature _____________________    Date _____________
Name    _______________________       Signature _____________________    Date _____________
Name    _______________________       Signature _____________________    Date _____________
Name    _______________________       Signature _____________________    Date _____________
� Whilst UBC has a network presence within the DHCC for academic use, the DHCC facility is owned and operated by Vancouver Coastal Health.  The use of this facility is bound by VCH appropriate usage and care policies.
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